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N13USWITINNITNSNOFUAUIMALULaBaNaUNA
(IT Asset Management)

o. WiNfirNUSURAYOURENSNEAUVDIBIRNS

. NMSUSMSIANISNSNIAUAUALULaTaNTEUTA
o. Meltuedesaeuiuneidnynna

<. nsldnuesosnaufiamesuunnm
ms%'menﬂ'nmﬂ'uﬂaﬂaamﬁaﬁum%’agaa'ﬁaumﬂ
(Data and Information Security)

o. Mavimsiansdndsoyanusssutunudy
. mmamﬂ?iau%’ayjamiamm

on. MIAIUANNITIOUE 8 TR
N13AUANNSLLIRY (Access Control)

. MspvANMSIdagnsidnuasauna
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. MIUIMITIANISNSIAsvear g
. MIAIUANNSLIDS VUL UANTS
. MIMUANMTITWONALITUSTYNAYI BN NEATULAZ AN TAUWA

. NNSNDNATDIABUNAN DT hUUNE

g e A3

. MIAUANNSTUTTUUINABUBN
A33NEIAMUSIUAIUADARBNNINEANLAZENHIINE DY
(Physical and Environmental Security)

o. M3nwAMLTuAtaonfefunEn LAz AIndN
. N1IAIVANNITUI-BONTBIABNTIADTWUUY
Ms¥neAusiunIUaendevasssuunsatiededns
(Communications Security)

®. NIAIUANNTUINITTUULATBU Y

. N13AVANNTUIRTTUUATY LT
ns¥nunanuiiuasasaselunsufifaudumaluladamsaume
(IT Operations Security)

®. NMSUSITIANITVAANUAIUITOUDITLUY

b. M35nAUTuRafBTaLATTNY

wazgunsalnluuRnuvesdliinaluladansaumna
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o, MIdnivdeyatufinmmmssiveanisauitng szuuny
wavgUnsaiinTovofiandny

. MsfemuguaszuukazihszTaiuaAnay

. MIUTMIIANISYelm

. MINAFBULANLTTUY

- Msuimsdamsnisdsuudas

L3 U R A

. MSUIMSIANSNSRIANSEUL

«. NIUINITINNIT patch

oo. Mssateyaansaumna

oo, MIUINsRSeIReNfinmediaiion

@b, NMINTIVFDUILUUANTAUNA
NSIARIMAZNITWRAIUISTUUWATUlaBa saUmNA

(System Acquisition and Development)

. MITLYANUABINITIUNITINMILAL N T TEUUATAULNA

b, WawszULeEuntUaende

on. mi‘dﬂﬂaﬁa;ﬂaﬁﬁﬂﬂiﬁfﬂumwmaamz‘uu
nsuIMsIan1sugMsaliiauninasdymaumalulagansaume
(IT Incident and Problem Management)

0. NM3UTMIIANIMANIsalRnUnALazdymaunalulagansaumne
b. MIFuilawnnsaliinUndnisleues
nsdnviuauaniduaumalulagansauwmea (IT Contingency Plan)

[

. MIRsansruumaluladasaumangifgy

G 9

- MITATIILHUAIUNABLTBIN1EINT
. ANSMAUARUINLALAUSURAYOU
. ANSHNYaY

. AMINUNIU

g e A 38

. MIIiszuUdsemaz)Aulays

N13UIMNSIANTSHIRUIATSA8UaN (Third Party Management)

®. NMSUIMTINNIVBANAINISIAUSNSHATTOANAIAIY
nssnwIANURUYeIlaya

©. NIAIVANNIBNUNIBUBNLUITTLUURITALAZATHUNFA

n1sdaenulusunsuliuseasan (Malicious Software Prevention)
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d7uh oo N155NYIANNTIUAIUABAS AU TALazn1STdUB UM SIEN <ol
(Website and Internet Security)

o. Mm3fnwamnusiuasasadoivlsiuaziuLeundindy <o
b. M3FnwIAiunasnsvessldiudunesiin <
daufl om NsUTTEUAMMESS (Risk Assessment Policy) &o
o. MUsziiunadss &o
a"auﬁ o& msﬁmum@"%’uﬁmjau (Responsibility Policy) &o
o. SEAUUlgUTY &o
b. TEAULUTINS &o
en. iggﬁJUﬁﬁa &en
#uil a& m3adanuiarudilalunislissuuasaume &«
WAZIZUUABNNIADS
d2uil ao dwlddruidevaniiddyiieadesiunisinuanuiiunag &&
UaanngasauLne
o. fildulddudendniiddny &e
. unumgidiuladiudes (RACH Metric) &o
#9ufl oo LuMNEEVBALLAUTRNI WAL UA AR TEUIA &l
o. IWQUsTatArINIENENARLININULUR &
b. AATITHEAIUAITEL (Context Analysis) &o
o NAENSIENeALWINIUAUR (Implementation Strategy) &l
<. \n3esiloatiuanyu &
& UNUMYBILRENULATiAITeq &
o, MIIANAKALUTEEUNANTENENDALLINISURUR &
o. @5ULWINIMTENENaALLINIUUR &
d2ufl o= Nt muANTIa Ananu Aeseivsaiiu daanadws (Outcome)  bo

N155NWIAMNAUAIUADANYAITHUNA

®. IaNaans (Outcome Indicators) kagtnesin1sin o0
b. MaNufayauarnIsAnmy )
on. NFIATIEYLATUTEINUNE blo
< mMsenukaznsihlulguselay ol

seilouufunau o



Adieny

o. “ANuTUAUABARBAUEITAUMA” (Information Seucurity) nuneds n155159L5
Fap1udu (Confidentiality) ANUATUNILLAZYNABY (Integity) wazAunsauldnu (Availability)
VDIATAULNIA iamﬁ’qumgﬂé’amﬁﬁﬂ (Authenticity) m1uSURAYU (Accountability) 159w
Ufiasnu$uiin (Non-repudiation) wagaruiinidede (Reliability)

b. “szuumaluladasauma” (Information Technology System) #1889 S¥UUNU
fivuneluladansaunaundislunisadsansaunaiaunsounldussTewilunisnausu n1s
U3y msatfuayunslifuinig mefaun wagmuaumsindedoas dsuszneusenelulad
aoufinneswasinalulagnisdearsinsauuiay laun szuuneufawmes (Computer System)
JEUUATENY (Network System) @emiuas (Software) Uoya (Data) kazasauing (Information)
Hudu

o, “fuimsmaluladansaumessaugs” (Chief Information Officer : CIO) mngis

Fasunmihiuazanusuiaveulunisiduguanisiiiunudmumeluladasaumauaznng
deanslussdng Frumsieszuuidenlosdeyanislussdng seninadiusvnisuaznisidenles
Joyafuszuutoyamalulagansaumaniasguasn1saiduauaiungrineteyatias Wsunis
uAaRNEB LN 8.0.0.

o. “Hauaszuu” (System Administrator) snefi Winihiifilduseumng Wiludhi
SuravaulunsuTMsInnIsMsifwmansidnussuumaluladansaunaves a.0.0. loua N3
fuatiydsededldnumstmuadvivienisidaavs niudldnusutinaguanagiigeine
szuumealuladansaumaves o.0.n. Ianunsaldauldodseiilos

<. “WW1w8s5zUVY” (System Owner) nneis §assuiiaveulunisguanazingsdnm
viouFuUsssruuauilaly o.nn.

U a v =

¢. “§rvaadaya” (Information Owner) vanefs 4 suilnveudeyaves a.n.n. 49
i fosdutyrenimesdoyatudae Tnsidwesdeyadugisuiinveudeyatiug wisldty
wanseny Tasnsenndoyamatuingyme

5. “fldam” (User) muneofls miilves o.0.0. vioyananieusniiujienlaiiu
0.0.0. Tviyananeuandildsuayyn (Authorized User) Whdnfsuagldsuszuuimalulas
asaunaves o.0.0. Ineflavsuazminilumsldaumud om0, fvua

o. “nir8aunieuan/giusnisniguan/yananieuan” (Outside Agency/Service
Provider/Third Party) 1889 gnAm3 ek luIn1saeuen (Third Party/IT Outsourcing) #30
YAAANIEUBN AFruszuumelulatansaumaves o.a.n. Widuadinsvzenudyan

<. “Bnsvasdldarn” (User Right) munefis Andvily Avdsunng Avafiay uarAviou
Ta MAsatesiumairdauazmsldnussuumaluladansaumnaves o.m.n.

. “BunIng” (Asset) munefs Asiidnaan dyadt wazidunsndauiiioadesiuszuy
wAlladansaumed o.0.0. WWudwes 1w 31309 W wiedate Tneudweeniduussnndie



16 73l 315awas (Hardware) wamsuas (Software) @15awuine (Information) dedufinUsvinn
WA (Removable Media) U3N15ans sayUlaAiugu (Service) wazymains (People)
« ¢ < = € Qq' £ - a I3
.o “g15AU5” (Hardware) ngds aunsaldngg NUsznavludunsonauimes
JEUUABLTIAGS FIuviIgUnsalsieniwneg Nanusausaiuwazdudale

=

®.o.0 “ABURIMBIULYIE” (Server) mueiia 1ndsnouiames vty
gudnanaveamsvialussuunenfiames ddiuinisuniniosneuinmesnui oswe liun ns
Uszaanadaya n1sdaiudoya n1steaiulisa
®.olo “IATBIABURIADTVFBIATBIABNNIABTNY1E” (Computer or Client
Computer) wneiis gunsaliildlunisuszananadoyartusenduisvideven duasssand tiels
Ifnadnsamiidesnts loun renfinimesdiuyana (Personal Computer) W3oRvsfialnesuuy
snwlé (Notebook Computer) sauvisgUnsaidaaiey (Smart Device) wiegunsalnam (Mobile
Device)
=.0.m “gUnsalfianae” (Peripheral Device) winoiia gunsaldidnnsedindild
susmtuieissnouiamed ioatuayuliiaiosmenfinmesannsavhauldnudesnis 1éun
nsUNToYa Y3EN1THANIKA
=.0.¢ “Aodyan” (Signal) vanefis denatdla o loun aevesuas aelouia
thuas videsvuuiadetngliany imthilideusoszninaniesnouiinnosviiegunsaldug lusyuy
30Uy
®o.& “5EUULATEYIE” (Network) mneds szuuilienloasriesaeniinmes vie
szuuATeTneu Whdheduiiensinsedoansviienisuaniasudeya
®.0.¢&.0 “STUUBLABAINY (Internet) vinels szuulaTeteTidonles
AonfimeviesyUuIATetEYes 8.a.0. IiAUsTULIAS oY B EBUENYTlan
®.o.&lo “5TUUBUNTUIN” (Intranet) Mg szuulaietefiioulys
\3esmeniimesutessuUAS et e glures v.0.0. 1iwhety
«.o.o “s2uutaanun1synsn” (Intrusion Protection System) wangfia syuUU
Snwanuvasnds Usznaudiie ansauisuseenduasviimiiiteadulylagilildsueugye
WhilmTeldeussuumalulagaisaunals uwagdidanisidrdwaznisidaussuunalulad
asaunavesflinunelulidulumuiiivue
<o “ganduas” (Software) vanefs Tusunsudssiamuilsiignadrstudniuldany
NN LU SEUU OC S3uUU E-mail tJusiu
<o “d15EUMA” (Information) manefls ToiiiaaTedi leanndeyatiiunsiunis
Uszanana msdnszifouteya dsenaazegluguvesias domnuuionmnsiln Bhduszuud
Aldauamnsadilalaig waganusadiluldusslevdlunsuims My nsdndula wag

DU



oo. “MadnfamzanluaNn1slEuasaumaA” (Accessing or Controlling for use of
Information) ¥nefs NMseyslA Msimundns nsmsreaeuvdenisueusunaliEldanunely
wag uprangueanlaunsaiifvseldnussuumalulagansaumevas o.0.0.

00. “wan1said1uauTunIUasndy” (Information Security Event) n1eii
wansal Anandiiiudannudullddifatutussuumalulafansaunaves 0.0.0. 2903
andavideiiiu msuftRnuuuulsuisasuunufiinsdnvanuiuasaondefuansaune
M38ANUUTEIM

oo, “samumsaifuanusiuasasadeilifessasdvieliaanindn” (Information
Security Incident) g daarunisaisuauiuaslasnsefilifisuszasd (Unwanted) wSelil
919AMAR (Unexpected) dsiiuunlinhliszuumaluladansaumaves o.0.n. gnyngn gnlau
w390NANAY

o, “danduaslivszasdi” (Malicious Software) vanefs gensuasanslalaiinluly
szuu waluladasaumealngliildzueygn Welminununuanudesnisvesyliilsyasda
danaldt svvumealuladansaumeldiunundems gnvhate gnudluasundas iewianis u
Aina Tntesnzeliaunsaufufaule

oc. “Un@s¥e” (User Account) mneiia sedevesldnuiilisuayananiolsilésu
augnlmdndaseldnussuumaluladansaumevas a.0.0.

oc.o “UnliTedegauaszuu” (Administrator Account) mnefia Sedevesryua
szuuildueugvieldlisueugaliindmieldrussuumeluladansaumaes o.0.0,

ocb “Uydsedefldan” (User Account) mnefs Medevesildaunesluuas
yaraneuanildueunavieliladiueygnlidrdmieldiussuumalulad asaumnaes
2.0.0.

o “SHaNIY” (Password) mnefs fdnws snusgvtesuarilddmiunsavaoy
nsfigatdmuvsenistuduimuvesyldau

o, “neigauddinunianisBududanu” (Authentication) munefs dumeulunis
figel Mnuvosildauiemuaunisididmiensldauszvumaluladasauneaves o.a.n.
Taevhluudas asvaeunedellinu (Userame) Safusiariu (Password) Wusgsiios

oo, “Wudilder” (Information System Workspace) nanefis flufifiougaaliiinig
WA wazmsldauszuumalulagansaumavad 8.0.0. lawn
ob.0 “NuRni191usi2lU” (General Working Area) 1111881 Al ufi fndaad o

ADUTIMBS dIUUARA LazABUTIMDTWUUNNINNUTEI gy

4 ]
A A

oo.lo “WUNMNUVDIEYUaTZUU” (System Administrator Area) vngfia Wud

A Aaa

AUAL Neug IRl ZHALasTUUNTEAVEWIUY

LR



oo “WuiiAnasgunsaivasszuumaluladarsaumausaszuuinsatne” (IT
Equipment or Network Area) #1184 ﬁyuﬁ'ﬁ’m%’uﬁmﬁqﬂmzﬁﬁLﬁlmﬁ’usswLwﬂiuiaﬁ
ANTAUNA NIDTZUULATOUE

ob.€ “N1TL10953UULAT U835 zzlna” (Remote Access) MH180Y N3
Jouste L3esneuiineiiessuuaietneduy Wiuszuuiaietisves om0, sugunsaidoans
visede dnyanadue THun VPN (Virtual Private Network)

oo.¢ “N15AUANNITILING” (Access Control) manefis N13AIVANNITIIINWTD
nslfrussuumalulafasaumdlidulunudvsussvinfivesldnuiimual v

oo “N5SHE” (Encryption) vungi miﬁ’ﬁfagamcimmzmuﬂmﬁé’hiﬁaLﬁa
Jostunisdnasuiindwielideyalaedilildsueuanalaedildsueyynudeiinyuansnsiia
wihiulansnsoddavidelddeyaiidnaals

ob.a “4ana151ATILUY” (Configuration Document) W8 LaNA1ST WAAS
seazdoanistimuaaie lussuunalulaansaune Wiolianunsarhauldniuanudenis

oo, “AUdBe” (Risk) munefa Tonavesdunindvesszuumaluladarsaumadign
avifinndedilunsnuanutiunsasnde

oc. “ulauren1sudnisanudssszuumaluladaisauma” (IT Risk Management
Policy) nuneds wuamslunisusnissnnisanud seszvumealuladasauma Tiaunse
audung Ussduanudedldesaliussansnanazanndasiunsusaduanudsves o.a.0.

. “MIUIIAMudaliawmnsssivszuumaluladansauma” (Business Continuity
for Information Technology) u1e4 LmeﬂumiﬁmﬁmmiﬁqiﬁaﬂﬁaEmm'aLﬁ‘ijﬁa 9.6.0.
og luanmzingiuazivmanidusiieg shliiulalddn dumeunisdifunuiesssuuansauna
199 v09 0.0.0. Tadgldsunisnwnuaudowdosdunisdiueuees o.0.0. (Business
Continuity Plan %39 BCP) 8g191AuNz &l



duil
nsUIMsIan1msnddudnunalulagasaumne
(IT Asset Management)

ngUsEasn

o. Wil 0.6.0. TuuufoFlumsnumanuiuasasnsofuamsaumadimiunsuIms
Janrsnsndaunumaluladarsaumne (T Asset Management) U84 8.6.0.

o. Wl uAnveuLazTiduAsdes liun fuimssedugs duins douaszuy
Wil mirenudivesdoya yananeueniiufuRnuliiu e.m.n. uaryananeueniilasy
ounwlidnds uarlfnumsaunares 0.0, Sunstuwasshanudile sstufsiauleuns
wagunUfoRlumMsinwauiuasaenfefumsaunaogaunsnia

KUINIURUR
Y o v a ' YR ¢
0. NUITIAUSURAYBUABNSNEFUVDIBIANT
o w v 2 o = a v ca v a o 2 1
0.0 MuAukaziAUlidnsiiuduinneidounsnddu lnudoyar Intiudes
Usgnausmedeyanislulunmsdumiienisldaulunends
0.l MyuAUAAINIHINTguanuANMsIdUNSndduasauna uag it
SURATDUNSNEAUATAUWADEN AU T AL
o.an fmuangszidevlumsldumsndduasaunaliogndaau Inednvinduenais
waginsusenalyluaanns
6. MAUAMLNITNUNIULALINBEUTDITUNSNEFUAUAlUladasaunanlnaay
duganuegnisldeu (end of life) n3edugan1sliu3nag (end of support) ANEHERABES

WALNEALIUNITR]

0. ANSUSUISAANTITNSNIauAIumaluladasaumne
b.e NMuUAlEINTIAYMgIlsuTen1mSngdunumaluladansauna (T inventory
list) v89815AW2S (hardware) wazaaNA WIS (software) 75895 USTUUMALUTAT ANSEULNAVBS

9.0.0. pg9AsUIULazlumednualdnys lnenseunguatisies il
® FaLn3oq
o %aizuwﬁﬁﬁmi (operating system) LAzt
® Fosyuuau (application) waziIesduy
® [ URnsngau (owner)
® Uszinnuaagunsal e TwaziBeaniamaia (specification)

® 131YLAYD 19D IVDITNSAWIS (serial number) WALNUIYLAVD 19D IVDIFDNALIS

(software license)
42
® FANT1UNBN

® JUNSURMA



® USLLANNISATOUATEY (FUIDLTN)

® SeazlBYnLuINIIUITRRUITIS K

'
o [ J

WNn33NYIEER

e

1 (%
v oA a [

® Judugansldnumuda) (warranty) wagTuduaanissuuseiunisidau

(support contract)

° 'B’u?’{uqmmﬂﬁﬂ%msmﬂﬁwém (end of support)
b.lo AnuabiilinsUsuUTmsiousienisnsnddudtunaluladaisaunelidu
Jagtuegsaiiies Tnefinisnsiaaou ninddusumeluladansaumaiifegasstunsidou
s asiausettieslas o ns
o.on SolENTUgsI N nIngdusumaluladansaumaegsaiaue ieliiiniu
wiouldnunarannsasesiunisaiiiugsialdegueiilos
0. n3dimsleu fe Bu nindauasaunaiuasdosiluudnislou d1o Sungius

Wuanednuwaldnwsds nan. nauadunis

[
a

©.€¢ MUUALALNTLUIUNITIUNTENLANWALLSINAUNTWEAY (return asset) LiloAUEN

nsldauaseunquinindaudumeluladansaunaildounelu o.o.n. uaznsdliiglvuinig
meueninsldaunindadures o.n.n. Fufififinisendndmyadneie
. msl¥uiniasrauiianasdiuyana
.o M3ltaaTenesmosdLyAna

3

« a ¢ v £ I LY &a s v &
Nn.6.6 Lmamammmawamﬂia‘k!z:y,miw;ﬂmmmumwaammamm PNUU

a

AlnudansidanuniemeuianesegalussanEnnieUYateIAns

'
=Y

060 JUTHNTUNRAFIAIUUAT 29ADURNAD5VDI09ANT AoRTulUSLNTUNDIANT

F4 s

lagefvdns wegrgndesnunguang aaly Mudlddnasnlusunsusng o waztdiluiinssuy

=

\esmeniinmesduin viie uily viehluliBuldnulnefinngmnevesadng

.o Wounnelvglivinsfnduazudludsuatusunalueissmouiiunes
duynna

.. MIkidaiosnoufinmesduyana (Computer Name) asdasimualng
WnthiineamalulaBuazansaume
n.0.¢ founsidmudatufinnnmeig q asiinseseaeulagldlusunsuteiulsa
o.0.5 Bifuieyadfnrewesinslivuresreufimesany praiivinildvue
.00 18ia$19 Short-cut vieduflansadenseldsdoyaddiyveteadng
.0 AT SURnveUs omsguasnumNUaeniveas ninenii e T

m.0.c.0 Kmstemnmisinisdteglnquinauaieneuiiines

m.e.2b kimsnsdsuimaniilndntinvoipIosnsuiinesuse Disk Drive



o N3AIVANNSLIASTUUUSURN SRR NS
lo.0 HliFesimuaterldnu uarsviariu lumaihldnussuuujinng
oo fldlbimseyanalitBulierldnu uarsiariu vewusmidumadldieses
o.lo.n Tusgninaainnatsiulasndndnau §l¥a1s Logout 98naInLA3os
Aoufinnoivie Seavdvadaelusunsuinuinge Screen Saver ielalfinisldaulnesaia
U234 @0 U1
mlo.¢ Insimunszeziainisifeusessuvansaume Weliiinisldauly

seggnamililiginisldaussuvansawmaiu (Session Time-out)

on.en miﬁﬂiaa%’aqﬂaLLazmifjﬁum%aaﬂamﬁama%
.0 GiiFessuRnveulumsdsesdoyanniesosnsuiinmesliuudotudinguy 1
i CD, DVD, External Hard Disk wag Flashdrive Wuduy
.ol GliTvihiiunudedeyadises Pluanuimnzay Lidewionisialva
UENIRHG LLaz‘mmaa‘umiffjﬁuﬁé’fayjaﬁﬁmasmaﬁ’]Laua
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nslfumsaume mussdouindhonisinmANuduremTIENs N beee fii
®.0.0 NMIIAUUIUTLANVBIENTAUNA
©.6n.0.0 ANTAUNANUYNGANENT
©.6n.0.0 ANTAUNAATUTYT N1TRY SUUTZUIN

@6



®.6n.0.01 ANTAUNANUYAAINT
o.6n.0.¢ ATAUMANUTEUUIMALULagaTaUmeA
0.0.0.¢ AITAUNARUNIIAAIN §INT
o.0.0.5 ATAUIIADNATUALHDINELNS
©.0.0.00 ENTAUNFAIUYAAR
o.mb ﬂ’15ﬁ’muﬂé”lfﬁqﬁJﬂ’ﬂuﬁ”lﬁ@ﬁ%@i%ﬁU%ﬂﬂ??N5’U"U’élﬂﬁ’liaumﬂ
o.00.0 dNsAUMATUINN aneds ndaweamaniewfissuisdiuas
elviinAUdeEaE 19185
o.0o.lo A1FAUNATY nu18ds ndameianuavioifissunsdiuay
oliAnANdeniy
oo MIrmusEAUtUlun S s saume
om0 EFUTUANIULUIMIIER UGN TS san TauIAd NS
U313 Msindula nsdanisuazdjuinunndssinn
oo sdUTUAmMUUTIAns Gt saumarialy waneds deya
flanmnsadamevEowmeunsilule
o.a.m.a spdUTUE MUl d N um e Rsm saumadunsUf oo
o.m.a.@ sEAUTUAMTU quasruundof 7 ldueunaneatutsnid s
asaumaldnnUssanauildSuneuming
o.a.c NM3fmuatamslunsiiiaznisidnuteya
o.a.c.0 Anfomenuad (luaring)
ool WsEnivIalnsans (lunawinig)
o.a.c.m lenasvisetuiinteay (fuawinsg)
o.m.&. FFUUBUNTUIN (RaoaLIan)
o.m.&.& FFUUBUABSHIN (Maenian)
o0& STULIAMNEBLEnVSeling (naantian)
o.a.c.a Auled (raontian)
o.mn.a.c NMIUszgunlng (NFahsr)
o.@ Snvhihededeyaansauina Waonadosmusziutunuduresansaumnaniui
.00, A Weliuilahimausssiududeyarigndouashluldedramnyan
o.¢ §uaszuudesdaliinsindaszuutuiinuasAnniunindrdaaznislde
asAUAYeY 8.9.0. WaznsRdeunsazilinauiunsasafefuasaumne
0.5 HAkaTEUUARIdalnsTuinTeazdgnvan1siinduasnsldauansaune
wazn1suiludeuuladnine

o.0 fAuATEUURRIdn N sTuiinMsun-saniunRafassuuwmalulagansaume

o



o.2 TomuuansldnununisAai earuquandifuaznsldauaisauma
(Business Requirements for Access Control)
o.c.0 MITMUALLMINITAUANNSEwazn sl nuasaumauasans i
\Rentasiuasaumne
0.2 NM5UTUUTINITAIVANNITIOIRMaENITITNuasaumealiaonng 03y
formunvesnislinunumsfanazdermuaiuanuiunsasafofuasaume
. N13UIMTIANTINISIdDevasldeu (User Access Management)
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& madfanIasraufiamesiivie (Server)
&0 fmumnaInsmuannaddaasmslinueenfinaesudeig (Server) fail
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&lo Mafiakeriuniuueiosneufiumeiutitig (Server)
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&b HALaTEUUABIUITMIAIVANABNNINBTHIYIELAL SURAYOU
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&0 BNauszuuneuendesifiniuuleuisuaziuiufiilunsinwmaiiy
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¢.& mstfuinudeyassiasmaneuiiomes (Log) Ineifuinudeyavesdldnuwing
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FoyaiiAusnuliiuudiimuunliansadidadoyasdananliigugneasunelususyuy
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(Physical and Environmental Security)

ngUsEasn

o. ol 0.0.0. TuuUfualumsinwesiunsasnsefumsaumadiniunsinw
AT UAIUABAR BNIINBATNLAZEATNLING O (Physical and Environmental Security) 994
.00,

o. Wil SuRaveunaziidiuAedes ldun fuimssedugs fuins douaszuy
Wil sisnuiivesansauma yaransusnfiufURnulEiU 0.0.0. uazyaranigueni
§sueun el irdwuasldnuasaumares o.0.n. Sunsukagyharandla saeufoaa
ulsunsuaznufiilunsinveanuiuasaendeduasaumaegaasiade
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.0, v fauaszuuiildunouvinenounslday
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(Secure Area) ldun gudnauiiames uavvesfjuinuveadminiquineufinmes lnodos
fvualianneiiiansianansadiesnld wasdinmsifutufinmsidhesngudnonfiumes uasduiin
naiieen fainandesiineaziBeaifefuiyana natiudiesn nuisieiinimenasy
thufinfanannegsasiiane

o.0.¢ muadlifinosnuuuLasindenisiestunuiunsaendefunisnm
Wetlostufoanneuenstlussdumeusiainelasuyuiuiosusssund Wy Saisy gnnie
wiudulm szide nisnevaaa Wusiu
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AOdEQIURALE
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.o NM3U133Nw1gUNsal (Equipment Maintenance)
o.m.0 3s5nwgUnsalvesszuumaluladansaumanmuseuszoznaniinmue
o.on.o UURMUALUzveNEnat1uATATA
®.an. ?TfmLﬁuﬁ’uﬁﬂﬁﬁm'ﬁiumiﬂwqa%ﬂwmﬂﬂ%ﬂ
oo Fafutuiindgmuardounniouayiuitymmnadainy
o.@ M mIndduves 9.6.n. oenluldauuen .6.n. (Removal of Property)
0.0 Jiinuioudimingduves o.0.0. sanluldnuuen a.n.n. uazdedlasu
nseYRIA9IN W.NA. ViSeRTlFSUNBUTINY Aousdiunis
o.clo Jlinusevntuiinudansiiianesnain e.a.n. iWuatednvaldnys lay
il b adu aduiieieddinesian dwudnwideeiuld wazdedldsuniseyginain w.amn.
nausliunsUiEneeNaN 8.0.0.
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o.«.c Lifsgunsaivionindauves o.o.n. Mlasdnivlufiasisue fldnudes
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o.<.5 fesdimsdesiugunsaliilidaiudoyaansauma lunsdiifinnsindoude
gunsalilefliiinsiinddlnedlsdsueyan visgmi luldnuiaUseinn viegunsnindeteya
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o.& 1303t ugUnsalfi lulyninddunes o.n.n. (Security of Equipment Off-
premises)
o.&.0 fvuaNAINIAIasafuiiliotesiuanudssnnnsihgunsalitlaily
nindauves 8.0.0. anldnuly o.0.0.
o.&lo fldnusesudsnmshnindaudililyves o.n.n. Waldemaely o.0.n,
Tnerjpuaszuuagdniunslavineiay (Mac Address) vesgunsaitiuiilulussuy elvigunsal
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o.5 Matdngunsaivienisthaunsaindualdamdnads (Secure Disposal or Re-
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0.9.0 MruAlNawasaunadiAynaumstdngunsalvsevundyaynsldnu
o.5.0 AINUANIATNITVS BATAN1TaUNS oid Bufuvuasaumned dfaly
gunsaidmiudniuteyanauounelvduigunsaiiululdnudeifedestulaliinindads
ansaumanddayiuld
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Uaenny
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(Communications Security)

ngUsEasn

o. ol 0.0.0. TuuUfuRlumsinwemsiunsasnfefumsaumadiniunsinw
auiupsUaensrestuuAietiedeals (Communications Security) 483 8.6.1.

o. Wl uAnveuLazTiduAsdes liun fuimssedugs duins douaszuy
Wi mihsnudvesasauma yanansusniufuRnulviiu e.6.n. uazyananisuend
§sueyn el irdwuarldnuasaumanes o.0.n. Sunsukagyharandla saufoaa
ulsunsnazuunufiilumsinvanuiuasasadoiuasaumagaasiade
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. N1IAVANNTLLINITTUULATEUNY (Network Access Control)

0.0 NMIUTNITVBITEUULATEUY (Network) Fosimualiglda1u (Users) aunsn

dhssruumelulaBansaumdldumiissuinisiildueygalidnfasiny

o.0.0 WuglTunszingla 9 Aidunstadengmunevsefasssusudums
a1515uvu laey laususesimmndnisnsgiinisle q dwnanigeuiienegueninileniny
FURAYBUYDY B.7.N.

o.0.l0 8.0.0 Wougwlvgldnunseyinsia 9 Fidednuniionsivions
waa Al IuTEUULeT 01 WU sUTENIALTIALNNST ond s mneAud n1s
asaualliens nssuuinsdumasaunalasdna1uinig msliuinslavandudwiens
Detlauinsdumesiinuiyaeaviliionasmils Wudu

o.0.0 flinudediazifiadeldu nande {linusdediisn Weu au Wasuulas
visoudlalag ludwiflyvesmulagliilésuouann msynin (Hack) g tadsederldau (User
Account) ¥esdu MameBunsonulag fineliiAnnrudemaidendsudddu nsldnivl
anmwidenadeudernuiviliidudsmefodunsandadnives o.n.n. videdsuisau flfnu
Aossulinvauiieaneiied o.0.0. Wifldusiusuiinveuanudemening

o.0.c vudligladildnulaglilasueugyin nsyninusenetenynnidig
FEUUATOTE0INTUNMINEILIUINANIANIIILVDY ©.0.0,

©.0.& msﬁmumﬁm%ﬁa%apﬁ%’muLﬂumsmwwuﬂﬂmmﬁu Aldauazlounse
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wandedvsilviugaulale
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0.0.6 NM3MNUBURBIINIzgnTuAinnsldudussezig <o Tu au ws.u.
TehemsnszyhinRsiuneufames ne. bevo
o.0.c MuUANlEINsAmunsULUUM s nwAIEuacaondy sziumsliuinng
Toinuanisusmsdanisludennasnisliuinisiueietienouiiowes liindums Tiusnns
Tnemhsaueaisedngnlldiiusnisnieuen
0.0 M3Bududyanadmsuy1daui og meuen 8.0.n. (User Authentication for
External Connections)
0.0.0 N3uARITINY (Identification) faed arfldauuaznisiigaidususiny
(Authentication) shemsldfstan (Password) W3e35msduil e.6.0. M
0.blo M3dgszuvanTzering (Remote Access) tlaiiunudasndoaydies
fnsmsaaouiiofgatsnuvesldnuans wasfimsldnsdisia liud ven
®.m missqqﬂﬂiajwm?aszjw (Equipment Identification in Networks)
®.0n.0 INUNUAIIZUUATDUNY (Network Diagram) ¥4 8.6.0. lasiisieaziden
vasszuuiaietenislusasssuuiaietenisuen warguUnsainngg wiewrasnliun1susuusli
Huthytuetiaue egnslissTay o s viaidlefinaudeuutas
o.« M3tlastunesnfildd niunsiaaeuuazySuussszuy (Remote Diagnostic and
Configuration Port Protection) fasrnuaunsidndswesnilddmiunmaaeuuasuuusissuui
NSIAIMNIEANUAZNIATYY
o.c.0 fvuaRSuduiiuguressruiaioTdoniuLuueyy UL uaY
ﬂg‘jmsﬁwm (Permit Any & Deny All)
o.<lo fauaszuudesiinuansida-TUawesnvesgunsaliedovieiiienrugunis
nsiifanesnvesgunsniiaiedining 4 lneTanedaiidssfiagneliiAinanudsmesoszuy
30U
o.c.a yananBuenidunindeviod s uiunisla 4 luesiadsszuy
\n3etnevieszuumaluladansaune (Data Centen) 9zdetasdoiin-oon Tigndoauagldiunis
oy M9n N0, Aeuwdduiung wazazdesiidnmiiives o.0.n. etfuyanadiidifidums
AABALIAN
0.€.€ YAAANIBUDNYINIANTUNITUITISNBIUTIMSIANITNeTRvagUnTal
LASBUILUIDUINITINNITHIUTLUULATYIEABILASUNITOYIAIN T.Na. NauNITALEINNTT
o.c.& Foswnidnviadanesauaruinisuugunsalindetieilifinnudnivly
nslga
®.& NIUUIBALATOUY (Segregation in Networks)
o.¢.0 DonUuUUTTUUIAT Y8 lnsdnuUnunguvossruumaluladasaumeans

nsldaununauve sl ldaulaedasuueanduwanniely (Intemal Zone) uagiunnieuan
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(External Zone) wagtundnsunsliusnis (Demilitarize Zone : DMZ) LﬁamU@mLasﬁaqﬁumi
gnlau
0.¢ o wuwmsna3erneiduiniovudeee NIMEATHANLBIANTHAZ TSNS 9
fae Fsutaueniaietisaiiou (Virtual LAN: VLAN) sauvisliinmsutsuenia3erigniussuunie
weundinduiifianuddy
o.&.a fasuniosnouiinneiuingflussuuiedeteiisaasslfans duwen
penanTrULAITvewlfuuasinacliiead (Firewall) vidogunsalinietiedue edlesiu
M NATEVIEINL N TIA
©.5 M3AIUANNISIT BYRBNIaLA3 %Y (Network Connection Control) #8anIuAL
maddwseldnussuunieriefifinsldsiufunialouseseninahsaliaonndasduwug
U umn1sAILANNISIUAS il
©.9.6 iz‘U‘ULf-ﬁaszhsJﬁy’amJmﬁﬁmsﬁamialﬂé’ﬁzwLf-ﬁaszhaﬁuﬂ AYUBN B.6.0.
doadeurenugunsailiosiunisyngnuievenduaslunisvih Packet Filtering léun nnsldlns
2088 (Firewall) wiosiaurdaug sumsdosdimuannsalumsnsiadudanss (Malware) e
o.¢) NIAIVANNTIAFUNUULATEUY (Network Routing Control)
0.60.0 ﬁm&gﬁzwm%ﬁummﬂgﬂ (IPS/IDS) Lﬁamwaaumi‘[fi’fmusuamﬂﬂa'1‘7i
il nussuuieetngludnvaueiiaund wazdnsudluvasuulasssuuiaionglasyanailsi
Srunamhiiendes
o.0llo NIANUAYIIBLEY IP Address YasszuulATtenelusostn1sdoenull
Tvihenuneueniidourafuszuuinietieres 0.0.0. a1u15aNeuRiulATead190958 UL
wsevslalagdy
o.0.o N3RS 0sflorng 9 (Tools) Wilensnsivaeuszuuadevededldsunis
sufAangguasyuuuasirfnnisldnuamewiiiduiy
. N13AUANNISIUIATTUUIATaYEl3a1e (Wireless LAN Access Control)
b.o HALATEUU (System Administrator)
©.0.0 é’aqﬁﬁmsawmﬁauﬁwwumﬁwénwwﬁwﬁwswm%mhavl,%’masum;ﬂ%mu
oudldszuuindetiglians sauviaiing snumudns nsdidsedsaiiane edpuaseuy
ol eumueusuiulunmsldauindy
b.0lo fonhmsameidougUnsaifidensrofuszuuieiouisliane (Wireless LAN
Client) nnea
b.0. HB3AUANYYINTDIgUNTAINTE e FY I (Access Point) tilataariy
Llndyaavesaunsalnssaedyey i lwasenueniiuiildnusruuniovis | fasuar ot
Taflvi ;Tammmmimumamm1mmﬂmauaﬂmmimaummmumemumlm
b.0.c foaUABUA SSID (Service Set Identifier) wgﬂmwumﬂumﬁlm’mﬁmmﬂ
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©.e.¢ ABININUAALY WPAl (Wi-Fi Protected Access) Tun151915% a7 aya

Y
[

sevisgUnsaifidendeiuszuuiaietieliany (Wireless LAN Client) uazgunsainszanudnaal
(Access Point) ilelvennsenisdnduuagyiliasnteuniu

b.0.5 1H8n1438115A10AN MAC Address Samdusedorlduuazsiarues
Alduidanslumadildeussuuiaieislias lnseyngiaanizgunsalil i MAC Address
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v.0.00 AassgUnsnidastunisyngn (Firewall) szvinaindetngldans fussuy
wiadneneluves a.a.0.
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wwietnelimeedsainiane Wensaaouuazsuiinugnanifnasdefindulussuuiedodels

ANYWALLIDNTIVADUNUNS LT IUSTUULAS U lSaeNRnUnA lrsngause w.nd. ns ulaesiui

51N



dufl o
ns¥nuanusiuasasaselunsufifaudumaluladasaumne
(IT Operations Security)
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o. ol 0.0.0. TuuUfuRlumsinweusiunsasnfefumsaumadiniunsinw
A ShuasUaendglunsufuRaudumelulagansaumea (IT Operation Security) %84 9.61.0,

o. Wl uAnveuLazTiduAsdes liun fuimssedugs duins douaszuy
Wi mihsnudvesasauma yanansusniufuRnulviiu e.6.n. uazyananisuend
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