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Cyber Incident Response Cycle

s : Detection &
i Etepsiation : Analysis
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Security Level
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- Th¥ameuiawmes (Computer Virus)
- nusUABLNILAOS (Computer worm)
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(o) N3ZUIUNITHNTOU
%umauﬁ ® NMIINUNUNITRNGDY (Preparation)
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- My ingUseasd Yaensindau Wi naaaun1snaUaUaLwe Ransomware
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vidolflofuvanvnYeInI BN Incident

&. Archive wmwaﬂmuﬁlumumuam Uaenasiy uavdudin Chain of Custody
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- Tafsuu WORM (Write Once, Read Many) Storage it Dell EMC Data Domain %38 NetApp SnapLock
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- 19 Multi-Factor Authentication (MFA) Tumisidnfassuudisesdeya
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[ mswdguutadlu DNS w3 nnues Router iangl$ioad Inglinsivanive
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| Y
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o wWinN13iNaRwaENTHNFlaNYeUI831U (Training and Exercises)
® nswereundeszuuiliidnsa (Unsuccessful Activity Atternpt)
b nsweremyngniitedateyassdnsiitelaud (Reconnaissance)
o nssunsilidulunsnessuanuvasasefiviagauimue
(Non-Compliance Activity)
< nsunintaesldfiawas (Malicious Logic)
& nsunnbuseaugldau (User Level Intrusion)
>} mmﬂqﬂiuizﬁuﬁﬂ’mﬂmwu (Root Level Intrusion)
o msyngnivilildannsadlulduinisle (Denial of Service)
< wrspifiegsErinamTieviaeuaiu (investigating)
« wnmsainndnldFumslinnziudrildlimgmsnifdufeanau
(Explained Anomaly)
1o v adATeUTuunaaumingauiléfunanseny
n3ngauildTunansenu U
w3aaualtng / weadinl lawsnmed (Active Directory)
\3eadsnawmdiu (Workstation)
aind (Switch) /45103 (Router)
Aules (Website)
B
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Complete

TUN131329VLALAATIERABANAUNILELIUDS (detection and analysis)

A € a d’f A 1
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ol | fumdeyaifiuAuiifaudiusiu
oo | sudlunisdududeya (Wu search engines, s1udfeyadu o 1udw)
oc | Vuiififinmssuiion wanisalidehivensaifntu Imsudufinmsasuaiuuas
JIUTIUNANFIY

o | daddurnuddgylunsianismgnisaimussiuanuulswesisanai
Aty

o | enumemsaldnanseiuimstarmhsnumeusniiiisides

Fumssziusvanany Usulmu wasiuyszuuauiilésunanszny
(containment, eradication, and recovery)
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